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Much of the media coverage surrounding young people and online social networks has focused on the type and amount of personal information teens make available on these networks. Are they sharing information that will harm their future college or job prospects? Or worse, are they sharing information that puts them at risk of victimization? 
We set out to examine how teens understand their privacy through several lenses: by looking at the choices that teens make to share or not to share information online, by examining what they share, the context in which they share it and their own assessment of their vulnerability. For many online teens, particularly those with profiles, privacy choices are made manifest in the information shared in a social networking profile. Of course, material shared in a profile is just one of a larger number of places where information is shared online – but it provides a snapshot into the choices that teens make to share in a relatively public and persistent online environment. 
“Just pictures. And not obscene pictures. Like if my Mom saw it I wouldn’t care. I’m really careful with that whole MySpace thing. I’ve heard of employers not hiring people because of it. So I just put things up there that if my Grandma or Mom saw it I wouldn’t care. It wouldn’t be a big deal.” 
– Girl, Late High School 
In order to understand these issues better, we asked a series of questions both in representative national phone surveys and in focus groups that gauged teens’ sense of privacy relating to sharing personal information. We wanted to understand how teens make decisions to share information both in online and offline contexts. Two scenarios were presented in our survey and focus groups: First, we asked teens about the kinds of information they might consider sharing with someone they had just met at a party or other social situation, and we followed with questions regarding the information teens have shared on an online profile. 
What is okay to share online? Teens prefer to keep it vague. 
For many teens, a first name is okay to post online since it is relatively generic. More than 4 out of 5 teens (82%) with online profiles post their first name to their profile. Photos are also frequently posted by teens to their profiles, with 79% of teens posting a photo of themselves and 66% posting photos of friends to their online profiles. When 
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asked in focus groups whether they had any concerns about publicly posted photos, most teens said they were not worried about risks to their privacy. They felt that, for the most part, there was not enough information in the photos posted, even when combined with the information contained in the profile, to compromise their privacy or safety. Other teens told us that they had set their profiles to private or deliberately made their age younger to achieve a higher level of restricted access built into the social network they use. This allows them to protect their privacy while still sharing information with an approved group of friends. 
The “city or town where you live” is posted to the profiles of 6 in 10 teens who have online profiles. And just about half of teens say they have put their school name up online. Four in ten teens say they have posted their IM Screen name, streaming audio or mp3 files, or access to their blog. Three in ten teens say they have posted their last name, their email address, or a video file to their online profile. A mere 2% of teens have posted their ultra-personal cell phone number to their online profile. 
Part 3. Online Privacy: What Teens Share and Restrict in an Online Environment

Few teens disclose their full name on public profiles. 
Overall, 14% of online teens post both their first and last name to their online profile. Looking at the data another way, 26% of teens with online profiles post their full names. However, most of these teens who include their full name restrict access to their profile; just 6% of online teens and 11% of profile-owning teens post their first and last name to a publicly viewable profile that is visible to anyone online. 
Just 7% of online teens say they post their full name, a photo of themselves, their school name, and the city or town where they live to their online profile. This represents 13% of all profile-owning teens. Again, most of these “transparent teens” restrict who has access to their profile; just 3% of online teens, and 5% of profile-owning teens disclose all of these details on a publicly viewable profile. 
Girls and boys have different levels of disclosure on their online profiles. 
Girls and boys make different choices about giving out personal information online. Girls are more likely than boys to say that they have posted photos both of themselves and of their friends onto their online profile. Boys are more likely to say they have posted the city or town where they live, their last name and their cell phone number when compared with girls. 
This differential between the sexes was reinforced by comments from our focus groups. When teens, particularly girls, talked about protection of their privacy online, their main concern was the protection of their physical self – if a piece of information could easily lead to them being contacted in person, girls would not share it readily. A middle school girl explains “If they can access you, like person to person or in any way other than [the internet], it’s not okay…Like if they can…talk to you, if they can find out where you live, that’s not okay. If you’re putting anyone in danger, it’s not all right.” But for modes of communication that were not physical or “real world,” girls were more likely to share information of that type. 
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Boys Are More Likely Than Girls To Post Their Last Names Online We’d like to know if the following kinds of information are posted to your profile, or not. You can just tell me yes or no. Boys Girls What they are equally likely to share My first name 83% 80% My school name 51% 48% My IM screen name 39% 42% My blog or a link to my blog 36% 42% My email address 29% 29% My cell phone number 4% 1% What girls are more likely to share than boys A photo of myself 74% 83% Photos of my friends 58% 72% What boys are more likely to share than girls The city or town in which I live 68% 54% Streaming audio or MP3 files 53% 30% My last name 40% 19% Videos 40% Source: Pew Internet & American Life Project Parents and Teens Survey, October-November 2006. Based on teens with profiles [n=487]. Margin of error is ±4%. Most interestingly, a teen’s school name seems to be the exception to the general rule of withholding specific location information, or information that can be used to contact you in the real world. Some teens were concerned by it, others less bothered. 
Culturally, some of the attitude differences between boys and girls may be explained by the messages transmitted to girls about their own safety and the need to protect themselves through different rules and expectations set in homes for girls and boys. 
As one older high school boy put it: “Girls are more vulnerable than guys are... I have two older sisters and my parents tell me that all the time. They let me get away with stuff that they never got away with.” 
Another older high school boy noted: “I have an older sister and a younger sister, and I watch over my little sister. They are kind of like are more lenient when she’s with me. But if she’s not, she’s in at 10:00. If she’s with me, she can come home at like three, four in the morning.” 
Older teens share more personal information than younger teens. 
Younger teens and older teens have different information sharing practices as well. Older teens ages 15-17 with online profiles are more likely than younger teens to post photos of themselves or friends to their profile as well as share their school name online. Older girls are more likely than any other group to share photos of friends, while younger girls are 
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more likely than younger boys to have shared information about their blog on their profile. 
Older teens include more information on their online profiles We’d like to know if the following information is posted on your profile, or not. Teens 12-14 (n=170) Teens 15-17 (n=317) What older teens are more willing to share than younger teens Photo of yourself 67% 87%* Photos of your friends 56% 72%* School name 35% 59%* Where there is little difference in age groups First name 81% 82% Last name 30% 28% City or Town where you live 56% 64% IM screen name 40% 41% Your blog or a link to your blog 39% 40% Streaming audio or MP3 files 37% 42% Videos 33% 27% Email address 31% 28% Cell phone number 1% 3% Source: Pew Internet & American Life Project Parents and Teens Survey, October-November 2006.* = statistically significant difference between the percentages in the row indicated. Margin of error for the overall sample is ±4% Margin of error for subgroups is ±8.7% to ±9.8%. 
Our focus group participants were aware that parents and other adults might see their profiles. A middle school girl said this: “When I’m on MySpace I will never put anything on it that I wouldn’t want my parents to see. People have stuff, my friends have stuff like ‘What Victoria Secret model are you?’ And a picture of a girl in lingerie.” 
Meanwhile, a high school girl had this to say: “Yes...not just because you don’t want your parents to see it, but if your parents wouldn’t approve of it it’s obviously not something that you should be putting on there because other people would think you’re a different type person…and the dean of students got an anonymous MySpace account was looking at everyone’s, so you wouldn’t want them to see it. And colleges, I know colleges have been looking MySpace and if they don’t like what you post on there they don’t [admit you].” 
We conducted a similar activity in our focus groups in which we asked teens to categorize various pieces of personal information into groups that were never okay to 
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share, which were okay to share under certain circumstances and those which were almost always okay to share online. 
• Cell phone number • School name and location • Town/City where you live • Zip code • Information that might allow someone to easily find them such as: address, home phone number, parent’s names • Passwords or combinations • Personal identification information such as social security numbers, medical information Info That Is Almost Never Okay to Share Info That Might Be Okay To Share under some circumstances (because it wouldn’t be that easy to locate the discloser in person) • Age • Boyfriend or girlfriend status • Email address • Gender • Gossip (although the boys didn’t think it was a good idea) • IM Screen name • Parents’ profession • Personal preferences (movies, food, etc.) • Pet information • Physical appearance • Pictures & photos • Religious affiliation • State Info That Is Generally Okay To Share Online Information That Teens Feel Should or Should Not Be Shared Online Source: Pew Internet Project/Harris Interactive teen focus groups, June 2006. 
Teens in our focus groups debated whether or not it was okay to share or post their school names on their profile. Half of teens have their school name posted to their profile, and many of them felt it was a way for friends to find them. They said they felt like their school was big enough and safe enough that it would be difficult for someone to find them using the name of their school and other information on the profile. But others, particularly those who went to smaller schools and lived in smaller towns, felt that it was giving out too much information. Teens from small towns and suburbs felt similarly about revealing their city or town online, while urban teens felt much more at ease posting their location. As one high school girl put it: “It depends on how big it is. [My town] isn’t that big so if someone says do you know where this person lives they’re like yeah…” 
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In an offline setting, teens are most guarded about their phone numbers. 
There are always a certain number of “transparent” teens who say they will share most any piece of information offline, and teens who are very private and will not share any information under any circumstances. But in between, a cohort of teens strike the balance between being open enough to start down a road towards friendship (or more) but also being aware of their personal responsibility to protect their privacy and that of their family. 
For offline privacy among teens, there are distinct lines drawn over information that is okay to share with a new acquaintance and information that you would not share at a first meeting. The information deemed most “okay” to share with someone you had just met at a party include the state you live in, the name of the school you go to, the city or town where you live and your IM screen name. Information that is regarded as more private when sharing in person includes a link to your blog, your cell phone number and most private of all – your home phone number. 
“my question to you is if its ok to tell ur school name, why isnt it ok to tell ur school location? they can find that anywhere online.” 
– Boy, Late High School. 
In an offline environment, for almost every piece of information we presented that is not related to internet-based contact, boys are much more likely than girls to say that it is okay to share personal information (like your last name, city and state where you live, cell phone number, school name, etc). Online teens are least likely to give out their telephone number in person Please tell me if you think it is okay to share the following information with someone you just met Based on online teens [n=886] Okay to share State where you live 81% School name 71% IM screen name 52% City or town where you live 52% Last name 44% Email address 44% Your blog or a link to your blog 32% Cell phone number 29% Home phone number 19% Source: Pew Internet & American Life Project Parents and Teens Survey, October-November 2006 Based on teens with profiles (n=886). Margin of error for the overall sample is ±4%. 
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For almost every piece of information except home phone number, older teens are much more likely than younger teens to say it is okay to share it offline with someone you just met. 
And of course, much of this depends on context. If you share the state where you live and go to a high school with a relatively generic name like “Eastern High” then revealing those pieces of information is not likely to be giving away much important information about yourself. But for young people who live in small towns, or who go to small and more uniquely-named schools, giving away your state and the name of your school might be all the information someone needs to show up at the front door of the schoolhouse. 
Teens are more likely to say it is okay to share certain types of personal information in an offline social situation than they are to actually post that information to their online profile. 
Teens who have online profiles are generally more likely to say it is okay to give out certain pieces of personal information in offline situations than they are to have that information actually posted to their profile. Teens with online profiles have a greater tendency to say it is okay to share where they go to school, their IM screen name, email address, last name and cell phone number with someone they met at a party, when compared with the percentage who actually post that information online. The only piece of information they are more likely to share online is the city and state where they live. This type of information is seen as innocuous and as something that helps new and long-lost friends locate each other on social networking websites. 
In our focus groups, teens told us they are generally more comfortable sharing information at a party because they have much more contextual information in an offline setting than an online one – they can see the person, their mannerisms, and tone of voice. They can see how they deal with and treat other people when not directly interacting with you. In addition, they have landed at the same party as you – and in many cases, that means that they have some sort of connection and know people in common. Much of this contextual information is not available online. Teens do not always have the same level of familiarity with their audience and they are cognizant of these differences between online interactions and real-life ones. 

In our focus groups, we asked teens whether or not they were surprised by the material that some of their peers posted to their social networking profile. Some online teens expressed shock at the nature and content of some postings. One older high school boy told us “I am sometimes kind of surprised by HOW MUCH information is revealed by someone.” Another early high school-aged girl said “Sometimes I'm surprised by the amount of sexual language used on posts, but with the fastness of our culture today I'm not too surprised.” Other teens cast a critical eye towards some of the stories told on profiles. “Sometimes people tell about doing drugs, drinking, partying that you wouldn't expect from them but it's hard to tell if they do these things a lot or a little because they can't provide a good explanation,” said one early high school girl. “…most of the time I 
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think it's exaggeration, not usually a blatant lie but I have no way of judging if I don't know them well.” And still other teens expressed a complete lack of surprise at anything found online. “Nothing really surprises me because you can find all kinds of people online,” said one late high school-aged girl. 
Teens With Profiles Are More Likely To Share Certain Pieces of Personal Information Offline Than Online Teens with profiles who say It is okay to give out the following information at a party Teens with profiles who say they share the following information in their online profile School name 69% 49% IM screen name 65% 40% City or town in which you live 52% 61% Email address 51% 29% Your blog or a link to your blog 43% 39% Last name 40% 29% Cell phone number 34% 2% Source: Pew Internet & American Life Project Parents and Teens Survey, October-November 2006. Based on teens with profiles [n=487]. Margin of error for the overall sample is ±4%. 
More than half of teens post false information in online profiles. 
While some teens choose to withhold certain types of information from their profile, other teens take additional protective (or playful) measures such as posting fake information in their profile. Of all teens with online profiles, 56% of teens have posted at least a few pieces of false information. A little less than a third of profile owners say that “a little” of the information on their profile is false and one in six (17%) say that some of the information in their profile is made up. Eight percent of teens with online profiles say that most or all of the information on the profile is fake. And 44% of teens with profiles say that their profile is completely truthful and that none of the information on it is false. 
“I have never pretended to be someone else, I just don't put any information on the sites that could be dangerous to me.” 
– Girl, Late High School 
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Boys are more likely than girls to report posting fake information to their online profiles. Nearly two-thirds (64%) of boys with online profiles say that they’ve got at least a little false information posted to that profile, while just half (50%) of girls say the same. 

Younger teens are more likely to say they have fake information on their profiles than older teens. Nearly 7 in 10 (69%) younger teens 12-14 say they’ve got false information on their profiles, while less than half (48%) of older teens 15-17 say they’ve posted untrue information to their online profiles. Some of this false information posting by younger teens may be related to age restrictions on some social networking sites that require that users be older than 13, meaning that 12 and 13 year old teens must lie about their age to use the sites. 

“I say instead of being 14 I’m 15… No one wants to talk to a 14-year old. So why not just add another year? And I’m a sophomore so I was born in August.” 
– Boy, Early High School 
“I said I’m 60.” 
– Boy, Middle School 
While over half (54%) of teens who have profiles that are visible to anyone say that they have entirely truthful information on their profile, just 39% of teens with friends-only profiles say that everything posted to their profile is true. Or put another way, 46% of teens with visible profiles have posted some amount of fake information on their profile, compared with 61% of teens who have posted false information to their private profile. 
“Mine says I’m from Egypt.” 
– Girl, Early High School 
I don’t want anyone to know where I’m from. You don’t need the people that you know to be able to read where you’re from because they already know.” 
– Girl, Middle School 
Rural teens are more likely to be fully truthful on their online profiles than their suburban or urban compatriots. More than half, 52%, of rural teens with online profiles say that all the information posted to their profile is true. In comparison, 41% of suburban teens and 42% of urban teens say that all the information on their online profiles is true. 
Put another way, 48% of rural teens say they have posted fake information to their online profiles, while 59% of suburban teens and 58% of urban teens have done the same. 
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Teens struggle to find the balance point between sharing details that will facilitate meeting peers with similar interests and keeping themselves safe from unwanted online attention. When asked how easy it would be for someone to “find out who you are from your profile,” most teens occupy a middle ground between total disclosure and complete closure; 40% of teens who have an online profile say that someone would have to work at it, but would be able to figure out eventually who they were if they tried hard enough. Another third of teens (36%) say that it would be very difficult for someone to find out who they were from their profile, and about one quarter of teens with profiles say that it would be “pretty easy” for someone to identify them from their online materials. 
“I use a pseudonym, who is 24. Because I regard myself as an intellectual, it's easier to be taken seriously if people don't know they're talking to a 16 year old. You'd be surprised what respect 8 years buys you.” 
– Boy, Late High School 
Younger teens are more likely to believe that they are very difficult to find online from the information posted in their online profile, while older teens believe that they are relatively difficult to find, but that a determined person could eventually track them down. Half of younger teens think that it would be very difficult to figure out who they are from their online profile. Another third (33%) think it would be hard to find them, but that eventually someone could figure it out. And 15% think it would be easy to find them online from their profile. Older teens, by contrast, are a little more sanguine about how findable they are. Just 26% think they’re truly very difficult to find from their profiles. Another 45% think that they are difficult to find, but that someone could eventually figure out who they are, and 29% think that they are easy to find from their online profiles. 
Girls are less likely than boys to say that they are easy to find online from their profiles. Only 19% of teen girls with profiles say that they are easy to find, while 28% of boys say the same. The differences are less distinct for the moderately difficult to find and very difficult to find – the differences between boys and girls for these categories are within the margin of error. 
“Well, everyone saw those things on the news how MySpace is killing children and so after they say that they were like, ‘Okay, make sure you go through your friends list, make sure there’s no one there that you don’t know.’ Personally, I think that if you befriend people you don’t know and/or put information on there that can help them, like your phone number or where you live, that’s just stupid. (…) So I don’t do that. I know my MySpace site is private and if someone requests me, I make sure I know them.” 
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– Girl, Middle School 

Teens who post a significant amount of false information on their profile are unsurprisingly more likely to say it would be very difficult for someone to find out who they are from their online profile. More than half (59%) teens who say that “all” or “most” of the information on their profile is fake say it would be difficult to determine who they were from their profile. Teens who say that “some” or “very little” of the information on their profile is fake are most likely to say that while it would be difficult to figure out who they were from their profile, that some one could figure it out if they tried hard enough – with 45% of the “some” or “very little” fake information providers responding that they could be found from their profile after good effort. 
Teens who provide no fake information are mixed on how easy it would be to track them down – 28% say it would be easy to find them from the information provided on their profile, 37% of profile owners who are truthful say it would be difficult to find them from their profile, but it could be done, and another 35% said it would be extremely difficult to track them down based on their profile. 
Teens walk the line between openness and privacy. 
Not only is what teens choose to share or not in online profiles important, but also how teens choose to share that information by making profiles or online materials public or private. Social network users and others who share content online can take advantage of the privacy and restriction tools offered within the system where they share their personal information or self-created content. This can mean password protecting an account, blog or other online sharing space, or it can mean making a profile or blog posting private so that only those on a friends list or in an online network can see what you’ve posted beyond a few basic pieces of information. 
Many teens with online profiles restrict access to them. 
As noted previously by the Project, a large number of teens with online profiles in some way obscure or restrict access to their online information. Indeed, a total of 66% of all teens who have ever created an online profile in some way restrict access to their profiles, including making them private, password protecting them, hiding them completely from others or even taking them offline. Three in four teens who have a profile (77%) say that it is currently available online. Of those teens with an active, currently posted profile, 59% of them say that their profile is only visible to friends. Another 40% say that anyone can see their profile. There is no statistically significant difference in restricting access to profiles by sex or age. 
Teens with parents who know that they have a profile online are more likely than teens with unaware parents to have their profile visible only to friends. Nearly two-thirds (62%) of teens whose parents are aware of their online profile say that their profile is only 
10 This is most likely related to the generally low SNS use of at-school users. 
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available to friends, while 46% of teens whose parents do not know about their online profile say they have set their profiles to private. For some teens, making their profile private may be a response to parental concerns regarding keeping personal information private, or it may be that they are making their profiles private to keep them away from prying parental and other adult eyes. 
Teens who have an online profile are somewhat more likely to have parents who have rules about the kinds of personal information they can share with people they talk to on the internet. Fully 89% of parents of teens with profiles say they have rules about the personal information their child can share with people they talk to online, compared with 81% of parents of online teens who do not have profiles. 
Half of all online teens and three-quarters of social networking teens post photos online. 
Teens also take steps to restrict other kinds of material they have shared online. Digital photos, often one of the anchoring elements of online profiles and blogs, are widely posted online by teens in many different contexts. With the proliferation of digital cameras and cell phone cameras, in particular, many teens have the means to document the most mundane and profound moments of their lives. They can then share these photos with family, friends or the world at large by posting them online to their profiles or to popular photo sharing sites like Flickr. About half of wired teens (47%) say they upload photos online where others can see them. In comparison, 73% of teens who use social networking post photos compared with just 16% of non-SNS teens. 
Girls eclipse boys in photo posting. 
Girls are far more likely to have posted photos online when compared with boys; 54% vs. 40%. Older teens are also more active posters 58% of teens ages 15-17 post photos vs. 36% of younger teens ages 12-14. Older girls are more seasoned posters, with 67% of them uploading photos, compared with 48% of older boys. Younger girls and boys are equally as likely to upload photos; 39% of younger girls ages 12-14 upload photos while 33% of younger boys do so. 
Teens that live in homes with high-speed internet access are better positioned to upload content, and it shows. While 51% of broadband teens upload photos online, just 39% of dial-up teens post photos. Likewise, teens that are online frequently are more engaged with photo posting; while 59% of those who go online daily post photos, just 35% of teens who go online several times per week have uploaded photos. 
Teens that go online most often from home are considerably more likely to post photos when compared with those who are primarily at-school users.10 About half (51%) of online teens who access the internet mostly from home have uploaded photos, compared 
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with 36% of those with primary access at school. Many schools block social networking sites on their school networks, so many young people with access primarily at school may have fewer opportunities to upload photos, as those sites are for many a primary photo-sharing space.
